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NIST Cybersecurity Framework

e Framework v1.1 Downloadable Presentation

e Framework V1.1 Core (Excel)

e Assessment & Auditing Resources

e FCC's Security, Reliability, and Interoperability Council’s (CSRIC) Cybersecurity Risk Management and
Best Practices Working Group 4: Final Report

Industrial Control Systems Security

e NIST Special Publication 800-82, Revision 2

e US CERT CISA's ICS Alerts, Advisories

e CISA's Securing Industrial Control Systems

e  Cyber Security Best Practices for Industrial Control Systems

e  Cyber Security Evaluation Tool (CSET)

e Build a Cyber Security Program for Industrial Control Systems (3 Part Blog Post)
e  List of Resources for Industrial Control System Cyber Security
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https://www.nist.gov/document/cybersecurityframeworkv1-1presentationpptx
https://www.nist.gov/document/2018-04-16frameworkv11core1xlsx
https://www.nist.gov/cyberframework/assessment-auditing-resources
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://us-cert.cisa.gov/ics/alerts
https://us-cert.cisa.gov/ics/advisories
https://www.cisa.gov/sites/default/files/publications/Securing_Industrial_Control_Systems_S508C.pdf
https://www.cisa.gov/sites/default/files/publications/Cybersecurity_Best_Practices_for_Industrial_Control_Systems.pdf
https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://laurentbalmelli.medium.com/build-a-cyber-security-program-for-industrial-control-systems-5026064aa633
https://scadahacker.com/library/
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